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Comparable Risk Assessment 
For Value Chains 

 
In a world of unlimited access to globally distributed business services over the Internet, 

businesses and enterprises expose themselves to new cyber security risks every day. Trends 

such as cloud computing, outsourcing and mobility based on anonymous Internet 

connections are reducing visibility and increasing security complexity, but organizations 

must still embrace them because they are critical to their competitive advantage and 

business success. Security gaps are emerging and widening, as security teams try to align 

traditional solutions with new and rapidly evolving ways of doing business. Consequently, it 

is a major challenge for organizations to understand and continuously manage corporate 

cyber risk exposure. Moreover, it seems even more complicated and almost impossible to 

assess the cyber risk exposure of a company’s entire value chain, consisting of international 

subsidiaries, networks of branches, sub-contractors, suppliers and service providers. Can 

supply chain members “trust” each other, without knowing about “how secure” the other 

party is, or without knowing about specific risks?  

 

CYBERFENSE - Risk Assessment Methodology  
 
CYBERFENSE provides a new method to prioritize cyber security risks that are relevant for a 

business, a company’s organizational structure and even a complete vendor supply- or 

value chain. By providing a repeatable, reproducible method to evaluate the risk exposure, 

CYBERFENSE enables managers to reason and communicate the relative importance of 

different cyber security weaknesses and risks. Users can automatically generate a highly 

targeted “Top-N” rating of risks, which are most critical for their assets in a given business 

and operational context. Based on this information, organizations then can manage their 

cyber risk exposure, guide their compliance efforts regarding the ISO 27001 certification, or 

analyze and compare risk ratings in their service and technology supply chain. 

Under the umbrella of the internationally recognized ISO 27001 standard, CYBERFENSE 

provides a powerful methodology to risk-rate a company’s cyber security management 

system (ISMS) in a consistent, transparent manner that reflects an organization’s business 
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and operational context, and makes it comparable to risk profiles of other organizations. 

Our methodology prioritizes a hierarchical list of assets, threats and vulnerabilities 

depending on business objectives of different industries. CYBERFENSE creates a 

mechanism for measuring risks closely linked with the risk to the business or mission. In 

summary: 

  CYBERFENSE supports the automatic selection and prioritization of relevant assets, 

threats and vulnerabilities, customized to the specific needs of the business and its 

operational context. 

 CYBERFENSE provides a repeatable measure to compare well-defined generic ISO 

related risk scenarios across different business profiles. 

 CYBERFENSE automatically identifies the Top-N important security risks of an 

organization or an organization’s supply chain to its relevant business assets, and 

compliance in reference to ISO 27001. 

 

CYBERFENSE - Adaptive Risk Calculation Framework 

 
CYBERFENSE has identified a set of the Top-43 most-relevant cyber risks for companies 

depending on supply chains or vendor relationships. A guided assessment prioritizes assets 

with corresponding vulnerabilities and threats, according to business and operational 

requirement of a specific industrial sector. These self-assessed replies - answered by the 

organization’s cyber security stakeholders - will serve as a basis for a company’s cyber risk 

profile. Then, by searching through 77,000 possible combinations of assets, threats and 

vulnerabilities, CYBERFENSE calculates the final risk score. A risk is characterized by its 

“Business Impact” and “Event Likelihood”, and is rated on a five-level scale, ranging from 

none, low, medium, high and critical. 
 

CYBERFENSE leverages a very solid reproducible mathematical framework; our risk 

definition includes the following variables:  

 

 Business Impact I - relates to the importance and possible negative impact to an 

asset in respect to Confidentiality, Integrity and Availability (CIA). 

 Event Likelihood L - represents the Likelihood of an Event that a Threat will exploit a 

Vulnerability resulting in a negative Impact to a set of Assets involved in the 

information processing. The basic goal of implementing information security 

Controls is mitigating Risk to an acceptable level. 

 Asset A – represents an information-processing infrastructure (documents, 

processes, HW, SW, and humans) with varying levels of commercial value and 
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sensitivity.  

 Vulnerability V – corresponds to the frequency of occurrence of a weakness related 

to an asset, the configuration or even to humans (employees). 

 Threat T – correlates to the probability of a circumstance/threat that has the 

potential to compromise Confidentiality, Integrity or Availability. The probability is 

proportional to the malicious and intentional energy behind a threat. 

 Control C – relates to the effectiveness of a counter measure to reduce the 

likelihood of vulnerability, typically, it is an ISO 27001 control. 

 

Risk Impact IR and Event likelihood LR of each risk domain R=1,…, 43 are calculated based 

on the relationships in the table below. According to a “Top-5” approach, CYBERFENSE 

calculates the risk impact and event likelihood depending on the most relevant assets, 

according to the presets for different businesses and operations contexts.  

 

 
 

To calculate the risk impact IR, only the top-5 relevant assets associated with a particular risk 

are considered. The risk event likelihood LR depends on the top-5 vulnerabilities associated 

to an asset. The resulting event likelihood also takes into account the probability that a 

threat exploits this particular vulnerability; the likelihood diminishes by the effectiveness of 

the applied control measure.  

 

CYBERFENSE leverages publicly available statistical data provided by NIST NVD “National 

Vulnerability Database”. NVD provides an open framework for communication the 

characteristics and impacts of vulnerabilities standardized vulnerability metrics, called the 

Common Vulnerability Scoring System (CVSS). In addition, CF utilizes sources from 

organizations such as CSA, ENISA or ISO for regularly updating threat vectors and 

vulnerability profiles. 

 

As an example, the level for “Information Security Risks for data in transit” for a company 

with an in-house data center shall be lower, than for a company exclusively using out-

sourced Cloud services. Also, there is difference in the emphasis of security goals between 

data centric and manufacturing companies; the former typically being more concerned with 

protecting information with priority on confidentiality (CIA), the latter being concerned 

protecting physical assets with priority on availability (AIC). Currently, CYBERFENSE is 
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making use of 5 different industry risk profiles: Health, Finance, Manufacturing, Business- 

and Consumer Services.  

 

It is important to mention, that within the CYBERFENSE  framework, the risk definition stays 

the same across different industry profiles, typically calculated with a different set of 

underlying assets, related vulnerabilities and threats. This is what we mean by “comparable 

risk assessment” across companies and value chains of different size and different 

industries. 

 

CYBERFENSE – Aggregate Risk Profiles for Value Chains 
 

Within the CYBERFENSE analytics framework a comprehensive risk remediation tool 

highlights and prioritizes high-impact risks with their possible consequences to business 

and their likelihood of occurrence. The tool allows creating risk exposure views of 

individually selected companies or aggregate groups, which are part of a supply chain. The 

analytics framework then generates an ISO 27001:2013 conform audit report showing the 

compliance or non-compliance with all 114 ISO 27001 controls, either for a single company 

or for a group of companies. This automatically generated document can serve for 

performing a gap analysis as part of an ISO 27001 compliance effort, internal or external 

audit.  The framework also provides HIPAA, Cyber Security Framework (CSF) and COBIT 5 

compliance scores. 

 

 
Figure 1: CYBERFENSE aggregate risk layers with internal tree structure.  

 

CYBERFENSE features a unique capability, as it is able creating aggregate risk profiles for 

an entire value chain according to a tree structure (figure 1), which defines relationships 

between the supply chain owner and its members. Our structure consists of four layers; the 
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supply chain owner can look down to Peer Business Partners, External Suppliers and their 

suppliers. The supply chain owner can create aggregate risk maps of multiple members on 

each layer according to defined relationships. The particularity of our model is, that on the 

level of “Peer Business Partners” (company branch offices), and members on the same level 

can view each other horizontally. Peer business partners can also aggregate the risk of the 

supply chain owner’s external suppliers (i.e., vendors) and that impact to their respective 

exposure. For example, a peer business partner can aggregate the risk of external 

suppliers, but also aggregate external suppliers that may have a relationship with and only 

with the supply chain owner. 

 

The underlying mathematical framework for calculating the resulting compound risk values 

of supply chain members is intuitive and reproducible. Using the “upper quartile“-rule, - 

which reflects the median value of the upper half data set – the framework emphasizes 

high-risk candidates, and doesn’t allow suppliers with low risk values to compensate for 

suppliers with elevated risk values. 

 

 
Figure 2a: Risk Exposure, of supply chain owner (TTTECH, left) and supply chain (TTTECH 

vendor profile; right) 
 

Figure 2a shows a comparison of a calculated CYBERFENSE sample risk heat map for a 

supply chain owner (left), and selected supply chain members (right). Risks in the lower left 

quadrants have a low occurrence likelihood and negligible impact, whereas risks in the 

upper right quadrant have high likelihood of occurrence and significant business impact. 

Note the significant difference between the supplier’s heat map risk-levels respective to 

“impact” and “likelihood” and the comparative model of the aggregate vendor risk, 

showing far higher levels. 
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Figure 2b: Top-5 risks and “degree” of ISO 27001 compliance of supply chain owner 

(TTTECH, left) and supply chain (TTTECH vendor profile; right) 
 

Based on this risk analysis originating from the ISO 27001 questionnaire, the top-N risks are 

determined as displayed in figure 2b. The corresponding compliance with ISO 27001 

controls (A.5 to A.18) is visualized in a radar diagram, so that risk treatment and mediation 

actions can be planned, initiated and monitored.  

 

CYBERFENSE - Summary 

 

CYBERFENSE is a risk assessment framework allowing companies to assess their cyber risk 

exposure (1st level) and the aggregate risk exposure of their value chains (3rd level).  

 

 CYBERFENSE supports a context-sensitive risk analysis framework, adapted to 

different industries with varying business objectives and operational contexts. 

 CYBERFENSE provides a repeatable and comparable risk rating based on generic 

ISO related risk scenarios across different business profiles. 

 CYBERFENSE identifies the Top-N important security risks of an organization and an 

organization’s supply chain, including compliance with the ISO 27001 standard. 

 
The CYBERFENSE analytics framework is applicable to many different business contexts. As 

examples: Cyber insurance brokers focus on residual risks of companies and their supply 

chains; large international companies are interested in the peer-to-peer risk evaluation to 

bring their subsidiaries up to the same security standards; manufacturing companies and 
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hospitals with large supply chains will rely on the ability to highlight possible security 

threats in their supply chain.  Finally, CYBERFENSE can help a company with its supply 

chain to improve or achieve ISO 27001, HIPAA or CSF compliance and certification. 


